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20 YEARS OF TRUSTED COLLABORATION

WHO IS THE IT-ISAC?

The Information Technology-Information Sharing and Analysis Center (IT-ISAC) is the longest established
private-sector partnership for information sharing in the IT Sector. Founded in 2000, we are a non-profit
organization that provides a trusted forum for IT companies and those that leverage IT as a core business
function to share information, manage risks, and collaborate on cyber incident response and strategy.

Our mission is to grow a diverse community of companies that leverage information technology and have in
common a commitment to cybersecurity, to serve as a force-multiplier that enables collaboration and
sharing of relevant, actionable cyber threat information, effective security policies and practices for the
benefit of all.

We are the only ISAC that supports three critical infrastructure sectors - Information Technology, Food and
Agriculture, and Elections. Our membership is comprised of security leaders from leading technology
companies across the globe. We have built a network of relationships with trusted partners across the
critical-infrastructure community and through this multidirectional sharing, we help companies manage risks
to their enterprises and to the critical infrastructure community.

MEMBERSHIP BENEFITS

IT-ISAC membership is a cost-effective resource for companies to scale their cybersecurity programs. We
provide analysis, intelligence, and effective practices that organizations otherwise may not be able to
procure. Additionally, IT-ISAC membership comes with the following key benefits:

TruSTAR, that stores, aggregates, and contextualizes, thousands of indicators each week. The
platform enables automated sharing and members can leverage custom APl and STIX/TAXII
integrations to pull indicators into their security tools.

% Automated Sharing of Threat Intelligence: Access to our intelligence management platform,

include daily reports that highlight and link to key security incidents, events, and vulnerabilities,
weekly reports that highlight major events from throughout the week, weekly Vulnerability and
Exploitation Reports (VEAR), breaking news reports, incident analysis reports, and quarterly
trending malware reports.

I? Strategic and Tactical Analysis: Curated reports developed by IT-ISAC analysts. These reports
N

Incident Response: Timely, incident-specific alerts developed by the IT-ISAC, security partners,

and members. Members can also issue Requests for Assistance and Requests for Information to
the IT-ISAC team, peer analysts in IT-ISAC member companies, and our global network of security
professionals.

@% Analyst to Analyst Exchanges: Collaboration with analysts from peer companies to address
&@ common security challenges and threats. Your concern immediately becomes the concern of
other members and partners.

|@| Education and Training: Discounts on various CompTIA, EC-Council, and ISACA training and
certifications, in addition to other educational resources.



https://www.trustar.co/

HOW WE SHARE

INTELLIGENCE MANAGEMENT PLATFORM

IT-ISAC members leverage the TruSTAR intelligence management platform to identify and prioritize threats,
and access automated sharing and threat analysis. Through this platform, members can customize the
analysis of thousands of threat indicators shared each week, including those from the U.S. Department of
Homeland Security, IT-ISAC Members, and IT-ISAC partners across the globe.

METHODS OF SHARING

The IT-ISAC has various avenues that members can use to share information. These include our Technical
Committee and Special Interest Group Listservs, directly with our Operations Team, TruSTAR, a secure chat
platform, or through our Technical Committee Meeting and Special Interest Group meetings.

Our Technical Committee meeting is held weekly and is a forum for the general membership to discuss
important cybersecurity topics and share mitigation strategies. Our Special Interest Groups meet bi-weekly

and provide an opportunity for companies to collaborate on issues affecting their specific group's topic of
expertise.
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SPECIAL INTEREST GROUPS

A core feature of IT-ISAC membership is the ability to collaborate with subject matter experts from other
companies on common security topics. SIG members collaborate through bi-weekly virtual meetings and
work on important projects related to the group's concentration.

We currently offer five SIGs listed below.

FOOD AND AGRICULTURE

The Food and Agriculture SIG provides a forum for our members in the
Food and Agriculture industry to share information on common
security threats and collaborate on effective mitigations. The SIG
shares information through virtual meetings and through a dedicated
enclave in TruSTAR.

ELECTIONS INDUSTRY

The Elections Industry SIG supports voting technology providers by
giving them an industry-only forum to share information about threats
to their enterprises and systems, and to collaborate on election security
challenges.

SECURITY INTELLIGENCE

The Security Intelligence SIG brings together the senior level analysts
from our member companies to exchange ideas, strategies, techniques,
and information regarding advanced threat detection and enterprise
risk management.

INSIDER THREAT
The Insider Threat SIG is designed for those who are responsible for
building and managing Insider Threat programs within their companies.

PHYSICAL SECURITY

The Physical Security SIG is composed of security and business
continuity professionals from our member companies. This group also
shares effective strategies for responding to physical security threats
relating to natural disasters, accidents, terrorism, and other matters
impacting business continuity.
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We offer three annual membership packages, designed for small businesses to large enterprises.

WHAT'S INCLUDED IN
MEMBERSHIP

GUARANTEED BOARD
MEMBERSHIPS

TRUSTAR CREDENTIALS

PERSONS WHO RECEIVE
DAILY REPORTS

PERSONS WITH ACCESS TO
WEEKLY IT-ISAC TECHNICAL
COMITTEE MEETING

NUMBER OF IT-ISAC SPECIAL
INTEREST GROUPS YOUR
COMPANY CAN PARTICIPATE IN

TRUSTAR STIX/TAXII
INTEGRATION

DISCOUNT ON ADDITIONAL
TRUSTAR SERVICES

DISCOUNTS ON IT TRAINING &

CERTIFICATIONS FROM IT-ISAC
PARTNERS

COMPANY LISTED ON IT-ISAC

FOUNDATION GOLD PREMIUM SILVER
($25,000) ($8,000)
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WEBSITE AND BROCHURE

To learn more about membership, visit www.it-isac.org, email us at membership@it-isac.org
or contact our Executive Director Scott Algeier at salgeier@it-isac.org or 703-385-4969.



WHAT OUR MEMBERS SAY

IT-ISAC members leverage the TruSTAR
intelligence management platform to identify
and prioritize threats, and access automated
sharing and threat analysis. Through this effective force-multiplier for us. Learning from
platform, members can customize the analysis of each other enables everyone to more quickly
thousands of threat indicators shared each week, adjust strategies and tactics. Plus, IT-ISAC's
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Collaborating through IT-ISAC provides an

including those from the U.S. Department of [ global network of trusted partners provides us
Homeland Security, IT-ISAC Members, and IT- ' regular access to sensitive indicators. 9
ISAC partners across the globe.
Peder Jungck, VP GM
Intelligence Solutions - BAE
Systems
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There are certain resources that are invaluable
for InfoSec professionals. The IT-ISAC is one of
these in that it provides timely, detailed, and
actionable intel. Their top-notch Operations
Center is a trusted source of information with
their Daily Cyber and weekly Vulnerability and
Exploitation Reports. The IT-ISAC hosts weekly
online meetings, blogs, podcasts, and many
special interest groups. They also provide steeply
discounted educational opportunities with allied
partners-- a true boon in our industry as we must
continually be learning new things to keep up. 9,
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Lillian Isacks, IT Security -
GrammaTech
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